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1. 1

A FES A SR AT 0% XML BRHEZEEER R TheE - B - % -
&R - BRYEE R R A S AL > YYYY_AccountReport_Count.zip(YYYY £
BRI R R AR -

1. Introdugao

Este documento descreve, principalmente, as funcdes do programa de apoio a
encriptacdo de ficheiros XML, fornecido pela DSF, nomeadamente para assinar,
encriptar, compactar e desencriptar os ficheiros YYYY_AccountReport_Count.zip (em
que YYYY representa o ano a que os dados reportam), disponibilizados também pela
DSF.

1.1 R TERR
Windows 7 (64 bit)5¢lL_F
Net Framework 4.5.2
1.1 Ambiente operacional recomendado:
Windows 7 (64 bit) ou superior
Net Framework 4.5.2
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2. FEFINE XML EEHERIVERIETT VA

2. Método para assinar e encriptar ficheiros XML

SEE—: FIEHEBIERMG: - BEEES& “Encrypt Xml File”

1.2 passo: Aceder ao programa, e seleccionar “Encriptar ficheiro Xml” (“Encrypt
Xml File”)

FI’Xml Encryptor [version: 1.2.0.0] E@

 Encrypt Xml File § Decrypt Zip File |

Encrypt Xml File

Xl File: | e ]

Signature Eev File: l Open ]

Signature Kev Password:

Encrvption Kev File: [ Cpen ]

Submit
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S {IHRERE - NENBMHE L XML ERHER

2.2 passo: Abrir o ficheiro XML que seja necessario assinar, encriptar e compactar

FI’Xml Encryptor [version: 1.2.0.0] E@

Encrypt Xml File
Xl File: || Open ]
Signature Eev File: l Crpen ]
Signature Kev Password:
Encrvption Kev File: [ Cpen ]
Submit

\ s
BEHREZE
Seleccionar o ficheiro

I 4 = | ¥MLUploadData - O k4
Home Share View o

A » XMLUploadData

v O Search XMLUploadData 2
~
Mame Date modified Type Size
3 Quick access
[ Desktop
* Downloads

tf] Documents

(2] 201799962018032015301100xml 11/4/20185:13 PM XML Document 0 KB

&=/ Pictures
JobA
JobB
Legs
Legs

[ This PC

¥ Network

litem  1item selected O bytes =
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SHEE=: FJBf Signature Key
3.2 passo: Abrir o ficheiro Signature Key

F1Xml Encryptor [version: 1.2.0.0] E@
Encrypt ¥Xml File |Decrypt Zip File

Encrypt Xml File

¥ml File: l Cpen ] 2017909062018032015301 100, xm]

Signature Eev File: |l$’ I

Signature Kev Password:

Encrvption Kev File: [ Cpen ]

Submit

HEEHV % FHY Key file(H eSignTrust # 1Y " S4BT %%, 563 Private key)
Seleccionar o ficheiro “Key” para assinar (certificado Private key de “assinatura

electrdénica avancada” emitido pelo eSignTrust)

' = | Key - O X
Home Share View o

A » Key v O

Search Key 2

Mame Date modified Type
3 Quick access

[ Desktop -é key.pfx 11/4/2018 513 PM Personal Informati...
* Downloads
|| Decuments
&=/ Pictures
JobA
JobB
Legs
Legs
& This PC

¥ Network

1item =
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SEZDT: EG A Signature Key Z2HE(S5EE Private key Z5HE)

4.2 passo: Inserir a senha de acesso do Signature Key (senha do certificado Private

key)
FI’Xml Encryptor [version: 1.2.0.0] E@

Encrypt ¥Xml File |Decrypt Zip File

Encrypt Xml File

¥ml File: l Cpen ] 2017909062018032015301 100, xm]

Signature Eev File: l Crpen ] kew.pfx

Signature Kev Password: | @O 9909

Encrvption Kev File: [ Cpen ]

Submit

WEEA: FIBARAEUEZ Public Key

5.2 passo: Aceder a “Public Key” (senha institucional) da DSF

F1Xml Encryptor [version: 1.2.0.0] E@
Encrypt ¥Xml File |Decrypt Zip File

Encrypt Xml File

¥ml File: l Cpen ] 2017909062018032015301 100, xm]

Signature Eev File: l Crpen ] kew.pfx

Signature Kev Password: @O 9009

Encrvption Kev File: Cpen ]

Submit
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15EFE Public Key fEZE

Seleccionar o ficheiro “Public Key’

4

& + | Downloads — O X
Home Share View 9
[I [Tl Preview pane | | Extra large icons (& Large icons l Group by ~ [] item check boxes |Z|
=5 Mediumicons [ Small icons ﬂﬁAdd columns * File name extensions
Mavigation i - _ Sort Hide selected Options
e - [[H Details pane  gg | i< Details = by~ firH Size all columns to fit [ Hidden items :n;n? ) -
Panes Layout Current view Show/hide
« S s ThisPC » Windows (C:) » Downloads v | & Search Downloads
~
|| Documents ~ MName Date modified Type Size
‘ Downloads 5] DSF Public Key.cer 02/12/2021 12:42 prn Security Certificate 2KB
D Music
= Pictures
m Videos
i Windows (C)
v
T itemn =

NEAELE Public Key A0S E A E4ELL http://www.dsf.gov.mo/AEOI/ N2
‘BRI EUS I BUS 0 A B & R (Public-key)sit B -

Para fazer o descarregamento do “Public Key” da DSF, podem consultar-se as
“Instrucdes para obtencdo da senha insitucional (Public Key) da DSF pelas Instituicbes
Financeiras”, no website destes Servigos http://www.dsf.gov.mo/AEOI/.


http://www.dsf.gov.mo/AEOI/
https://www.dsf.gov.mo/download/AEOI/sysDocs/DownloadDSFsPublicKey.pdf
https://www.dsf.gov.mo/download/AEOI/sysDocs/DownloadDSFsPublicKey.pdf
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B 0 i€ eSigntrust [NE.Z Public Key RIfE# 5 p7c » TRy cer FEA AT AR
BN E A o D BRI 258 DU TRE i+

Chama-se a atencdo para o facto da extensdo dos ficheiros da senha institucional

“Public Key” descarregados do eSigntrust ser “p7c”, pelo que deve ser convertida em

“cer” antes que aqueles possam ser usadas pelo programa de apoio. Para as etapas

de conversao poderdo consultar-se as seguintes demonstracdes exemplificativas:

(1). Right click NEkHVAEZFILREE A" ()2F HIRETES SIS R EHA)

(1). Clicar com o botdo direito do rato no ficheiro descarregado, e depois clicar em

“Conteudo”

(se a extensdo ndo aparecer, entrar em contacto com o

administrador do sistema)

cert.p7c Properties

General  Securty Details Previous Versions

X

=[]

Type of file:

Opens with

Location
Size:

Size on disk:

Created:
Modified:

Accessed

Attributes

Certificate file (p7c)

[ Windows Cortacts Change

C:\Users\aeoijob_test'\Desktop'iools
3.22 KB (3.259 bytes)
4.00 KB (4.096 bytes)

Today, 11 Aprl 2018, 5:20:13 PM
Thursday, 23 November 2017, 5:12:30 FM
Today, 11 Aprl 2018, 5:20:13 PM

Olfzadonly [ Hidden Advanced...
Cancel Bony

(2). FFHEIE IR p7b

(2). Alterar as extensées dos ficheiros para “p7b”

# cert.p7b Properties

General Securty Detals  Previous Versions

A

Type of file:
Opens with:
Location:
Size

Size on disk
Created:

Modfied:

Accessed:

Adtributes:

o

I‘cert.p?b I

PKCS #7 Certflicates (p7b)

|| Crypto Shell Exensions Change...

C\Users'\aeoijob_test'\Deskiop'tools
3.22 KB (3,299 bytes)
4.00 KB (4.096 bytes)

Today, 11 Apil 2018, 5:20:13 PM
Thursday, 23 November 2017, 5:12:30 PM
Today, 11 Apil 2018, 5:20:13 PM

[fsadon: [ Hidden Advanced...
Cancel Bl
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(3). Double click JB/EEEEZE
(3). Fazer duplo clique para abrir o ficheiro do certificado

=] < | Downloads - [} s
Home Share View o
[TH preview pane = Bxira large icons (& Large icons I 1] Group by ~ [[] ttem check boxes P
=2 Mediumicons [ smallicons - 1> [7f] Add columns = File name extensions
Mavigation T _ Sort Hide selected Options
pane * M petails pane | g5 1ist M by~ fi size all columns to fit ] Hidden items items -
Panes Layout Current view Show/hide
&« S » ThisPC » Windows (C) » Downloads v O 2 Search Downloads
~
|Z| Documents A Name Date modified Type Size
& Downloads 5l cert.p7b 02/12/202112:25 pm PKCS #7 Certificates 1KB
b Music
=] Pictures
B Videos
2, Windows (C3) .
Titem 1 item selected 3.20KB =

(4) . JEBHRSE Sof— D EHUSES N B 2 Public Key
(4) . Expandir o directério do certificado e seleccione o ficheiro “Public Key” da DSF

& certmagr - [Certificates - Current User] — O >
Eile Action Miew Help

= |0 k= HE

5 Certificates - Current User Logical Store Name
~| CADOWNLOADS\CERT.P78 | C\DOWNLOADS\CERT.PTE
& certmagr - [Certificates - Current User] — O >

Eile Action Miew Help

= |0 k= HE

5l Certificates - Current User Logical Store Name
|| CADOWNLOADS\CERTPTE || 1= ¢\ nGuNLOADS\CERT.PTB
| Certificates
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ﬁ certmgr - [Certificates - Current User\C\DOWNLOADS\CERT.PVB\ Certificates] - O >
Eile Action Miew Help
| nFE G|

Il Certificates - Current User Issued To Issued By Expiration Date

k- . i
e W&CEW.P?E ;] Direccao dos Servicos de Finan...  eSignTrust Government Certificati...  11/09/2023
L] Certificates @eSignTrust Government Certific...  eSignTrust Root Certification Auth...  02/01/2032

<

CADOWNLOADS\CERT.PTE store contains 2 certificates.

ﬁ certmgr - [Certificates - Current User\C\DOWNLOADS\CERT.PVB\ Certificates] - O >
Eile Action Miew Help
Ll AR) ol IENRESN 7 B

Il Certificates - Current User Issued To Issued By Expiration Date
v [ C:\DOWNLOADS\CERT.P?EI
| Certificates

Direccao dos Servicos de Financas (D5F)

gl eargn rust DOVENMENT LErtiic... eglgn THISL ROOT LEMNICation Aut.., UEU ?EEZ

<

CADOWNLOADS\CERT.PTE store contains 2 certificates.

(5). Double Click FTBHNfE/s~ Public Key 1% » BE“GEAHERY Wi 2 B F R 2" &
(5). Apds duplo clique para aceder a senha institucional da DSF, seleccionar
“Detalhes” e clicar em "Copiar para ficheiro" para exportar o certificado

n | Certificate *
Generd Detals  caltification Path
Show: | <all= -

Field Value o
B\ferswon V3
DSer\aI number 109c8366 7bb43f003994 ...
Dsignamre algorithm sha256R5A
Bsignature hash algorithm sha256
Blssuer eSignTrust Government Certifi...
El\fa\id from Thursday, 14 September 2017...
D\fahd to Monday, 14 September 2020 ...
[Elsihiart enifidsf arw mn Direrrand

Edit Properties. .. Copy to File...

10
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(6). P& =(EE"DER”

(6). Seleccionar o formato de exportacdo “DER”

€ ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

O Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #£12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel

(7). HBE R E L E M AEZE T
(7). Clicar em "Procurar" (“Browse”) para definir o local de armazenamento e o

nome do ficheiro

€ L¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

Mext Cancel

11
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(8). 7 N—B" R SRl SR RITE Ry CER HY/EREAEZR
(8).

Clicar em "Avancar" e "Concluir" para obter os certificados electrénicos com a
extensdo “CER”

st
& L Certificate Export Wizard

File to Export

Specify the name of the file you want to export

File name:

C:'\Downloads\DSF Public Key.cer | E Browse... §
Mext Cancel
s

& L¥ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

‘You have spedified the following settings:

C:\Downloads'\DSF Public Key. cer

Export Keys Mo
Indude all certificates in the certification path Mo
File Farmat

DER. Encoded Binary X.509 (*.cer)

Finish Cancel

12
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BN 7 Submit REFTEEE - B RINFENERTESE
6.2 passo: Clicar em “Submeter” (“Submit”’) para guardar o ficheiro electrénico
assinado, compactado e encriptado

F1Xml Encryptor [version: 1.2.0.0] E@
Encrypt ¥Xml File |Decrypt Zip File

Encrypt Xml File

¥ml File: l Cpen ] 2017909062018032015301 100, xm]

Signature Eev File: l Crpen ] kew.pfx

Signature Kev Password: @O 9009

Encrvption Kev File: [ Cpen ]

Submit

FHE LEZAEELOANG SRR AEOl REFEK - SR 2R AR &
afl

E necessario observar que o nome do ficheiro carregado deve cumprir os requisitos
do sistema AEOI destes Servicos. Para mais detalhes, pode consultar-se o website

destes Servicos.

13
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3. AR AEIRAL Y YYYY_AccountReport_Count.zip(YYYY EERIFR
BEEWEENERIET A

3. Método para desencriptar os ficheiros YYYY_AccountReport_Count.zip
(em que YYYY representa o ano a que os dados reportam)
disponibilizados pela DSF

B —: FIBARIBNERY: - BEEEE " Decrypt Zip File”
1.2 passo: Para aceder ao programa de apoio, seleccionar “Desencriptar ficheiro Zip”
(“Decrypt Zip File”)

FI’Xml Encryptor [version: 1.2.0.0] E@

| Encrypt Xml File] Decrypt Zip File |

Decrypt Zip File

Zip File: | — |

Decrvption Kev File: l Orpen I

Decryption Key Fassword:

=ubmit

HER: fTHREMRELZ 1P BEHER

2.2 passo: Abrir o ficheiro ZIP que seja necessdrio desencriptar

FI’Xml Encryptor [version: 1.2.0.0] E@

Decrypt Zip File

Zip File: Open

Decrvption Kev File: Orpen

Decryption Key Fassword:

=ubmit

14
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FER=: BN BERERANEZRERN Signature Key
3.2 passo: Seleccionar o ficheiro “Signature Key” utilizado pela V/Instituicdo para

assinar os ficheiros a expedir

FI Xml Encryptor [version: 1.2.0.0] E@
Encrypt Xml File | Decrypt Zip File

Decrypt Zip File

Zip File: l Open ] 2017 _AccoutReport_ Count.zip
Decrvption Kev File: l Orpen I
Decryption Key Fassword:
Submit

SR A BERBAREZRMERR Signature Key HHE(EEF Private
key ZH5)

4.2 passo: Inserir a senha do ficheiro “Signature Key” utilizada pela V/Institui¢do

para assinar os ficheiros a expedir (senha pessoal do certificado “Private key”)

FI Xml Encryptor [version: 1.2.0.0] E@
Encrypt Xml File | Decrypt Zip File

Decrypt Zip File

Zip File: l Cpen ] 2017_AccontReport_Count.zip

Decryption Key File: l Open I kew.pfx

Decryption Key Fassword: 2090090000090

=ubmit

15
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SBRA: 1% Submit FERR R ARES

5.2 passo: Clicar em “Submeter” (“Submit’) para descompactar e desencriptar

ficheiros

FI’Xml Encryptor [version: 1.2.0.0] E@
Encrypt Xml File | Decrypt Zip File

Decrypt Zip File

Zip File: l Cpen ] 2017_AccontReport_Count.zip

Decryption Key File: l Open l kew.pfx

Decryption Key Fassword: 2090090000090

=ubmit

(2=358)

(Fim)
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