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Step: 1 — Sign the XML File
File Naming Convention: YYYYXXXXYYYYMMDDHHMMSS00.xml

Step description:

— Prepare the data using XML element prefixes. Do not use the default namespaces.

— To generate the digital signature!, the XML file is processed by a “one—way
hashing” algorithm to generate a fixed length message digest.

— Depending on the tool used to perform the digital signature, a different type of

canonicalization method may be required. The following methods are acceptable:
— <Canonicalization Method Algorithm="http://www.w3.0rg/2001/10/xmlexc—c14n#"/>

— <Canonicalization Method Algorithm="http://www.w3.0rg/TR/2001/RECxmI-c14n-20010315"/>

— It is required that the XML file be signed by first creating a SHA2—2562 hash. The
sending Financial Institution will then create an RSA digital signature using the
2048-hit private key from eSignTrust.

— After validating the schema, digitally sign the XML file using W3C
Recommendation XML Signature Syntax and Processing (Second Edition)3
“enveloping” signature.

— Use the digital signature “enveloping” type. The “enveloped and detached” types
will cause the transmission to fail. The file name is
“YYYYXXXXYYYYMMDDHHMMSS00.xml”. The file name and extension
are case sensitive and any variation in file name or format will cause the
transmission to fail.

1. Digital Signature Standard (DSS) (FIPS 186-4), July 2013, nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186—4.pdf

2. Secure Hash Standard (SHS) (FIPS 180-4), March 2012, csrc.nist.gov/publications/fips/fips180—4/fips—180—4.pdf

3. XML Signature Syntax and Processing (Second Edition), June 2008, http://www.w3.org/TR/xmldsig—core/

Step: 2 — Compress the XML File
File Naming Convention: YYYYXXXXYYYYMMDDHHMMSS00.zip

Step description:

— Ensure “zip” is the file extension used by the compression tool or library.
— Ensure the file is compressed using the deflate compression algorithm.

Summary:

— The file name is “YYYYXXXXYYYYMMDDHHMMSSO00.zip”. The file is case
sensitive and any variation in file name or format will cause the transmission to
fail.

— Note: The current supported compression is ZIP compression using the standard
Deflate compression method.
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Step: 3 — Encrypt the XML File with AES 256 Key
File Naming Convention: YYYYXXXXYYYYMMDDHHMMSS00

Step description:

— After compression, encrypt the file
“YYYYXXXXYYYYMMDDHHMMSSO00.zip” using the AES-256 cipher with a
randomly generated “one—time use” AES key.

— There are several steps necessary to perform AES encryption. The following
agreed settings should be used to maintain compatibility:

— Cipher Mode: CBC (Cipher Block Chaining)

— Salt: No salt value

— Initialization Vector (I1V): 16 byte IVV. The IV must, for the FI performing the
encryption, be random and unique for every encryption.

— Key Size: 256 bits / 32 bytes — the key size should be verified. Moving the
key across operating systems can affect the key size.

— Encoding: None. There can be no special encoding. The file will contain only
the raw encrypted bytes.

— Padding: PKCS#7 version 1.5

— The AES encrypted file name is “YYYYXXXXYYYYMMDDHHMMSS00”.
The file is case sensitive and any variation in file name or format will cause the
transmission to fail.

— Additional information regarding the AES-256 encryption algorithm and keys can
be found in:

— NIST Special Publication 800-57: Recommendation for Key Management —
Part 1: General (Revision 3)
— Advanced Encryption Standard (FIPS 197), November 2001

Process: Validate Certificate
Step: 4a — Encrypt the AES Key and 1V with Public Key of Recipient
File Naming Convention: N/A

Step description:

— To validate the certificate:
1. Verify the certificate chain.
2. Check the revocation status of the certificate chain. There are two methods:
— Retrieve a Certificate Revocation List (CRL) or
— Send an Online Certificate Status Protocol (OCSP) query to a Certificate
Authority designated responder

- 15 -



HEE B ARG - SRR P B A SIRIET M A 1.5

Process: Encrypt the AES Key
Step: 4b — Encrypt the AES Key and IV with Public Key of FSB
File Naming Convention: YYYYXXXXYYYYMMDDHHMMSS00 Key

Step description:

— After validating the certificate, use the public key from FSB’s certificate to
encrypt the 32 byte AES 256 key concatenated with the 16 byte V. The encrypted
value must be 48 bytes in length.

— The public key encryption uses the standard RSA algorithm. There are several
steps necessary to perform AES encryption. The following agreed settings should
be used to maintain compatibility:

— Padding: PKCS#1 version 1.5
— Key Size: 2048 bits
— The encrypted file name is “YYYYXXXXYYYYMMDDHHMMSS00 Key”.

Summary:

— There will be two encrypted files. The files are case sensitive and any variation in
file name or format will cause the transmission to fail:
1. Symmetric encryption — the AES 256 encrypted XML file name is
“YYYYXXXXYYYYMMDDHHMMSS00”
2. Asymmetric encryption — the public key encrypted AES 256 key file name is
“YYYYXXXXYYYYMMDDHHMMSS00 Key”

Step: 5 — Create the transmission file (data packet)

The two files to be contained in a data packet are:

File Name Description

YYYYXXXXYYYYMMDDHHMMSS00 Encrypted XML using a
randomly generated one—time
use key

YYYYXXXXYYYYMMDDHHMMSS00 Key | Key encrypted using FSB’s
public key

The data packet will be named:
File Name Description
YYYYXXXXYYYYMMDDHHMMSSO00.zip | Transmission file to be sent
through FTPs

For example: 201700122018031512302000.zip
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XML Signature Syntax and Processing (Second Edition)
https://www.w3.org/TR/xmldsig—core/

C# XML Signature

https://msdn.microsoft.com/en—

us/library/system.security.cryptography.xml.signedxml(v=vs.110).aspx

Java XML Signature
http://docs.oracle.com/javase/8/docs/technotes/guides/security/xmldsig/ XM
LDigitalSignature.html

C# AES Encryption

https://msdn.microsoft.com/en—

us/library/system.security.cryptography.aes(v=vs.110).aspx

C# RSA(Certificate) Encryption

https://msdn.microsoft.com/en—

us/library/system.security.cryptography.rsacryptoserviceprovider(v=vs.110)

.aSpx

Java Encryption
http://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/Crypt

oSpec.html#SimpleEncrEx
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